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Data Protection Policy

	

	Template Guidance Notes 
Use this template as a base to document your Data Protection policy. It should be modified to suit your requirements. It is not designed to be definitive.
It should be completed and signed off by principals of the firm.
Red text indicates personalisation is required.
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[bookmark: _Toc221608939]Policy Objective
This policy sets out how Firm Name complies with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and amendments introduced by the Data (Use and Access) Act 2025. It explains how personal data is processed lawfully, fairly and transparently, and how the firm protects the rights and freedoms of individuals whose data it handles.

This policy also sets out how the firm ensures that personal data is accessed and used appropriately, only for legitimate business and regulatory purposes, and in a manner that is fair, proportionate, and consistent with individuals’ reasonable expectations.

This policy supports the firm’s regulatory obligations, including FCA expectations relating to data security, governance, and the fair treatment of clients.
[bookmark: _Toc221608940]Scope
This policy applies to:

· All employees, directors, contractors, temporary staff, and secondees;
· All third-party service providers processing personal data on behalf of the firm;
· [bookmark: _Toc221608941]All personal data processed by the firm, including client, employee, supplier, and business contact data, in electronic or paper form.
Legal Framework
We comply with applicable data protection and privacy legislation, including:

· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018;
· Data (Use and Access) Act 2025;
· Privacy and Electronic Communications Regulations (PECR);
· FCA and PRA regulatory requirements;
· Sector-specific legislation, including the Financial Services and Markets Act 2023.
[bookmark: _Toc221608942]Data Protection Principles
We adhere to the UK GDPR principles when processing personal data:

· Lawfulness, fairness and transparency – personal data is processed lawfully and openly;
· Purpose limitation – data is collected for specified, explicit and legitimate purposes;
· Data minimisation – data collected is adequate, relevant and limited to what is necessary;
· Accuracy – data is kept accurate and up to date;
· Storage limitation – data is retained only for as long as necessary;
· Integrity and confidentiality – data is protected against unauthorised or unlawful processing, loss, destruction or damage.
[bookmark: _Toc221608943]Lawful Basis for Processing
We process personal data only where a lawful basis applies, including:

· Contractual necessity – for example, providing regulated financial services;
· Legal obligation – including FCA regulatory, AML and record-keeping requirements;
· Legitimate interests – where processing is necessary for our business operations and does not override individual rights;
· Consent – where required and appropriate.
Where applicable, we may rely on “recognised legitimate interests” as introduced by the Data (Use and Access) Act 2025. When doing so, we ensure processing is necessary for the specified purpose and that individuals are provided with appropriate transparency and rights.
[bookmark: _Toc221608944]Data Subject Rights
Individuals have the following rights under data protection law:

· The right to access their personal data;
· The right to rectification of inaccurate or incomplete data;
· The right to erasure, where applicable;
· The right to restrict processing;
· The right to object to processing;
· The right to data portability, where applicable.
We respond to data subject requests without undue delay and within one month, subject to permitted extensions.

Searches carried out in response to subject access requests are reasonable and proportionate.

[bookmark: _Toc221608945]Automated Decision-Making and Profiling
The firm does not carry out solely automated decision-making, including profiling, which produces legal or similarly significant effects for individuals.

Where automated tools are used to support business operations or decision-making, appropriate safeguards are in place, including meaningful human oversight.

If the firm introduces automated decision-making or profiling in the future, it will ensure that processing complies with applicable data protection legislation, that individuals are provided with appropriate information, and that the right to obtain human intervention, express a view, and challenge decisions is respected.
[bookmark: _Toc221608946]Data Security Measures
We implement appropriate technical and organisational measures to protect personal data, including:

· Encryption of sensitive and confidential data;
· Secure systems, access controls and authentication measures;
· Regular testing and review of security controls;
· Staff training on information security and data protection responsibilities;
· Incident response and escalation procedures.

Data security controls are proportionate to the risks presented by the processing and are reviewed regularly as part of our governance framework.
[bookmark: _Toc221608947]Data Retention
Personal data is retained only for as long as necessary to meet legal, regulatory and business requirements.

The firm maintains a documented data retention schedule setting out retention periods by data category. Retention periods are reviewed periodically, and data is securely deleted, destroyed or anonymised once no longer required. This can be found in our separate Data Retention Schedule found on SharePoint/the firm’s intranet.
[bookmark: _Toc221608948]Third-Party Processors and International Transfers
Where we use third-party processors, we:

· Conduct appropriate due diligence prior to appointment;
· Put in place written Data Processing Agreements;
· Monitor processor compliance on an ongoing basis.

We do not transfer personal data outside of the UK.

Or 

Where personal data is transferred outside the UK, we ensure appropriate safeguards are in place, such as the UK International Data Transfer Agreement or other recognised transfer mechanisms.



[bookmark: _Toc221608949]Data Protection Officer and Governance
A Data Protection Officer (DPO) is appointed to:

· Monitor compliance with data protection legislation and this policy;
· Advise on data protection obligations and risk;
· Act as the primary contact for data subjects and the ICO.
The DPO operates with appropriate independence and reports to senior management. Data protection risks and issues are escalated through established governance and risk management processes.
[bookmark: _Toc221608950]Training and Awareness
All staff receive data protection training on induction and at least annually thereafter.

Additional role-specific training is provided where staff process higher-risk or sensitive personal data.
[bookmark: _Toc221608951]Data Protection Complaints Handling
The firm operates an internal data protection complaint handling process. Individuals may raise concerns or complaints about how their personal data is processed directly with the firm, using the contact details provided in our privacy information or by contacting the Data Protection Officer.

Complaints will be

· Acknowledged without undue delay;
· Investigated fairly, objectively and proportionately;
· Responded to within a reasonable timeframe.

Individuals will be informed of the outcome of their complaint and advised of their right to escalate the matter to the Information Commissioner’s Office if they remain dissatisfied.
[bookmark: _Toc221608952]Breach Management
All personal data breaches are recorded and assessed. Where required, breaches are reported to the Information Commissioner’s Office within 72 hours.

Individuals will be notified without undue delay where a breach is likely to result in a high risk to their rights and freedoms.
[bookmark: _Toc221608953]Policy Review
This policy is reviewed at least annually, and sooner where there are material changes in legislation, regulatory guidance, or business operations.
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