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Introduction
[Your Firm Name] is committed to maintaining robust operational resilience to prevent, adapt to, respond to, recover from, and learn from operational disruptions. 
This policy outlines our framework for the regular testing of our Disaster Recovery and business continuity processes to ensure their effectiveness.
Purpose
The purpose of this policy is to:
· Establish a clear framework for the design, execution, and review of Disaster Recovery testing.
· Ensure that our Disaster Recovery capabilities are effective in allowing us to recover critical operations within defined Impact Tolerances following severe but plausible disruptions.
· Identify weaknesses, gaps, and areas for improvement in our Disaster Recovery plans, processes, and technologies.
Testing Framework
Testing will be conducted according to a structured framework:
· Testing Objectives: Each test must have clearly defined objectives, aligned with validating specific aspects of the Disaster Recovery Plan, Impact Tolerances, or identified vulnerabilities.
· Scenario Selection: Tests will be based on severe but plausible scenarios, derived from the firm's risk assessment and relevant to the firm’s business. These scenarios will periodically be reviewed and refreshed.
· Testing Approach: A variety of testing approaches will be utilised, including: 
· Tabletop Exercises: Facilitated discussions to walk through scenarios and validate plans and team understanding.
· Simulation Testing: Testing specific recovery procedures in a controlled, non-production environment.
· Parallel Testing: Operating Disaster Recovery systems/sites concurrently with primary systems to validate functionality and capacity.
· Full-Scale Testing: Comprehensive failover to Disaster Recovery systems/sites, operating from the recovery environment. This will be tested against Impact Tolerances.
· Component-specific tests: Including, but not limited to, data backup/restoration tests, failover tests for critical applications, and penetration testing.
· Testing Frequency: 
· Full-scale tests will be conducted at least annually, or more frequently if significant changes occur (e.g., system overhaul, major third-party change).
· Tabletop exercises, simulation tests, and component-specific tests will be conducted half yearly or quarterly as deemed appropriate by the relevant team.
· Third-party Disaster Recovery capabilities underpinning our business will be reviewed and, where appropriate, tested annually or as per contractual agreements and risk assessments.
· Resource Allocation: Adequate resources (staff, technology, budget) will be allocated to ensure effective planning, execution, and analysis of all tests.
Test Execution and Documentation
· Pre-Test Briefing: All participants will receive a comprehensive briefing on the test objectives, scenario, and their roles.
· Execution & Monitoring: Tests will be executed according to the Disaster Recovery Plan, with continuous monitoring and meticulous documentation of all actions, decisions, timings, and issues encountered.
· Performance Measurement: Actual recovery times, data loss, and other relevant metrics will be recorded and measured against Impact Tolerances.
Post-Test Analysis & Remediation
· Debriefing: A formal debriefing session will be held with all relevant stakeholders to discuss test outcomes, identify successes, and pinpoint areas for improvement.
· Gap Analysis: A detailed analysis will be conducted to identify any gaps, weaknesses, or failures in the Disaster Recovery Plan, processes, or technologies. Particular attention will be paid to any breaches of Impact Tolerances or near-breaches.
· Remediation Plan: A comprehensive remediation plan will be developed for all identified weaknesses, specifying: 
· Actions required.
· Assigned responsibilities.
· Completion deadlines.
· Required resources.
· Remediation Verification: All remediation actions will be tracked, and significant changes will be verified through re-testing or other appropriate assurance activities.
· Documentation Update: All relevant documentation will be updated to reflect lessons learned and implemented changes.
· Self-Assessment Document: Findings from testing, including any identified vulnerabilities and remediation plans, will be incorporated into the firm's FCA Operational Resilience Self-Assessment Document, which will be regularly reviewed and approved by the governing body.
Third-Party Management
· For all critical third-party providers supporting the business, the firm will obtain satisfactory assurance that their Disaster Recovery plans and testing regimes are robust and meet the firm's and the FCA's requirements. This may include reviewing their test results, participating in their tests where appropriate, or requiring specific contractual clauses.
Roles and Responsibilities
· Board of Directors/Senior Management: Ultimately accountable for the firm's operational resilience. Approves the Operational Resilience Strategy, Impact Tolerances, and major remediation plans. Oversees the effectiveness of the Disaster Recovery and testing.
· Operational Resilience Committee (or equivalent): Responsible for overseeing the development, implementation, and maintenance of the firm's operational resilience framework, including the Disaster Recovery testing schedule and review of test results. Recommends Impact Tolerances to the Board.
· Department Heads: Accountable for the resilience of their respective business services, developing specific recovery procedures, and ensuring their teams participate effectively in testing.
· Risk & Compliance Function: Provides independent oversight, ensures compliance with regulatory requirements (including FCA), and reviews the effectiveness of the Disaster Recovery testing.
· All Employees: Expected to understand their roles within the firm's Disaster Recovery plans and participate in training and testing as required.
Training and Awareness
All relevant employees will receive regular training on their roles and responsibilities within the Disaster Recovery plans and participate in awareness programs to foster a resilience-first mindset. New employees will receive Disaster Recovery awareness as part of their induction.
Policy Review
This policy will be reviewed at least annually, or sooner if there are significant changes to the firm's operations, technology, risk profile, or regulatory requirements. Any amendments will be approved by the [Board/Senior Management Committee Name].
Related Documents
· Disaster Recovery Plan
· Incident Management Policy
· Third-Party Risk Management Policy
· FCA Operational Resilience Self-Assessment Document
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